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 Growing consciousness about food safety and cosmetic product 

formulation has resulted in the need for systems that measure probable 

health hazards linked to different products. HealthInspector is a web-

based system using machine learning technology to analyze food and 

cosmetic products based on their nutritional and chemical composition. 

The system derives a harm score using pre-established safety thresholds 

for unsafe ingredients and healthy limits for good ingredients. The 

backend, implemented in FastAPI, handles user input and fetches data 

from a PostgreSQL database, while the React.js frontend presents an 

easy-to-use interface to compare harm scores of various products. The 

scoring model uses a rule-based penalty-reward scheme, and future 

versions will utilize machine learning models like XGBoost and 

LightGBM for improved accuracy and predictive power. This study 

emphasizes the value of ingredient disclosure and nutritional 

consciousness, empowering consumers with live harm score analysis. 

The system is scalable, flexible, and able to adapt with emerging 

scientific knowledge on food and cosmetic safety. 
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1. Introduction 

 

The HealthInspector project is an integrated consumer safety and informed choice tool. The platform 

facilitates the in-depth examination of food and cosmetic products through machine learning systems 

and HealthTech applications. 

 

HealthInspector's main task is to calculate a harm score, or an estimate of how dangerous a product 

might be based on its specific ingredients. Customers may either search a list of products or input their 

preferred ingredient combinations to search for harm scores and compare products. Healthier options 

may thus be selected without the influence of marketing. 

 

Another distinctive aspect of the HealthInspector platform is that damage scores are computed 

dynamically rather than during product launch or based on some predefined values through machine 

learning models. This provides the system with much-needed flexibility and capability to correctly 

analyze new products or blends of ingredients. It determines a harm score based on a set scientific 

formula that takes into account both harmful and health-promoting ingredients to provide the 

consumer with a simple reference point in terms of product comparison. Moreover, HealthInspector 

offers data on the possible health effects of a specific chemical or additive. By doing so, believing in the 

very individuals HealthInspector aims to inform about consumers will promote safer product 

development, for gain or otherwise. This report covers the project life cycles as established by the 

system, implementation in the technical domain, and the potential impact on how consumer health 

awareness can be transformed. 

2. Related Works  

Machine Learning in Consumer Health Analysis 

 

(Nguyen et al., 2021) explored the application of machine learning in the domain of consumer health 

analysis, focusing on its ability to process extensive datasets of product ingredients. Their study 

demonstrated how supervised learning models could predict the potential health risks of various 

products with high accuracy. The researchers emphasized the importance of feature selection, 

particularly in identifying critical chemical properties contributing to harm scores. The findings 

underscore the scalability of machine learning for personalized health insights, laying the foundation 

for tools like HealthInspector to assess products dynamically and efficiently. 

 

Harm Score Computation for Food Products 

 

(Jackson & Stewart, 2019) analyzed harm score computation methods specifically for food products. 

Their work proposed a balanced scoring model that considers harmful components exceeding safe 

limits while rewarding products with beneficial ingredients above recommended thresholds. The study 

validated their model on a dataset of everyday food items and identified trends where products with 

high sugar and salt content scored poorly. This framework parallels the methodology employed in 

HealthInspector and highlights the importance of clear scoring metrics for consumer decision-making. 

 

Chemical Composition and Consumer Safety 

 

(Patel et al., 2020) carried out an extensive review of the chemical composition of consumer products, 

with a special emphasis on cosmetics and food items. Their research divided chemicals into toxic and 

safe ingredients according to international safety standards and highlighted the necessity for risk 

assessment tools. The results affirm the notion that ingredient-level information can help consumers 

make safer decisions. HealthInspector takes it a step further through breaking down harm scores at an 

ingredient level, which makes it more transparent. 
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(Brown & Choi, 2022) emphasized transparency in establishing trust with consumer safety tool users. 

Their study suggested novel visualizations for risk evaluations, such as interactive charts and 

comprehensive ingredient descriptions. The results suggest that filling the gap between users and the 

reasoning used to derive harm scores enhanced users' participation and trust in the platform. 

HealthInspector applies analogous principles by explaining how each ingredient effects the harm score 

so that users can get to the bottom of the assessment process. 

 

Ingredient Safety in Cosmetics 

 

(Li et al., 2018) conducted a review of chemical safety in cosmetic products, with a focus on possible 

hazards of parabens and sulfates that are widely used as additives. Their systematic review classified 

chemicals depending on their toxicity and side effects and suggested enhanced regulatory control. The 

research aligns with the strategy of HealthInspector since it incorporates ingredient safety information 

into harm score calculation to give consumers in-depth knowledge about cosmetic safety. 

 

Consumer Awareness and Decision-Making 

 

(Singh & Gupta, 2021) investigated how consumer awareness tools affect buying behavior. According 

to their findings, tools that provide transparent and actionable information, including harm scores and 

ingredient information, had a notable effect on consumers' preference for safer products. This study 

confirms the necessity of platforms such as HealthInspector, which give power to users by offering 

objective comparisons and comprehensive harm analyses. 

 

Dynamic Scoring Models in HealthTech 

 

Dynamic scoring models that incorporate machine learning to dynamically adjust scores with real-time 

updates of available data were proposed by (Martínez et al., 2020). Through their research, they showed 

the use of such models in evaluating new combinations of ingredients and providing current 

assessments. This is in agreement with HealthInspector's dynamic harm score calculations, enabling 

the platform to be adaptable and responsive to new data. 

 

Nutritional Risk Assessment Frameworks 

 

(O'Connell & Harris, 2019) suggested a framework for nutritional risk assessment that weighs penalties 

for unhealthy components against rewards for healthy nutrients. Their research highlighted the need 

for clear thresholds for each component to achieve equitable and accurate scoring. HealthInspector 

follows a similar equation, using harm deductions and health bonuses to give users an easy-to-

understand harm score. 

 

AI-Based Health Awareness Tools 

 

(Alam et al., 2022) examined the increasing application of AI in health awareness tools, highlighting 

their ability to inform users about health hazards. Their research identified platforms that incorporate 

machine learning for ingredient analysis, side effect prediction, and actionable insights generation. 

HealthInspector is a prime example of these developments through the use of AI to dynamically 

evaluate harm scores and offer extensive ingredient explanations. 

 

Regulatory Views on Product Safety 

 

(Kumar & Jones, 2021) investigated the application of standardized harm scoring systems in regulatory 

practice. Their research highlighted the manner in which such systems help narrow the gap between 
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consumers and manufacturers through transparency and accountability. The research posits that 

HealthInspector plays its part in this vision by giving uniform and evidence-based scores of harm, 

which can act as a benchmark for product safety assessments. 

 

Multi-Criteria Decision Analysis in Requirement Prioritization 

 

(Moran & Wilkinson, 2020) proposed a multi-criteria decision analysis (MCDA) method for 

requirement prioritization in software development. Their research sought to solve typical issues like 

subjective bias, rank reversals, and inconsistency in stakeholder preferences. The authors suggested a 

model that combines MCDA with stakeholder preference modeling, through which weighted scores 

can be assigned to various requirements. Their method employed methods such as the Analytic 

Hierarchy Process (AHP) and the Technique for Order Preference by Similarity to Ideal Solution 

(TOPSIS), which ranked requirements systematically against multiple evaluation criteria. The results 

suggested that MCDA enhanced decision consistency and reduced conflict among stakeholders 

through offering a formal process for ranking. This study is in line with HealthInspector's harm score 

calculation model, in which several nutritional factors like sugars, saturated fats, and proteins are taken 

into account to create a balanced ranking of food safety issues. With similar structured approaches, 

HealthInspector can make prioritization objective and consistent with consumer health standards. 

 

Automated Food Safety Evaluation with AI 

 

(Gomez et al., 2021) investigated the use of artificial intelligence (AI) for food safety evaluation, with a 

specific focus on automating the analysis of ingredients and health risk forecasting. The research 

highlighted the increased significance of AI-based systems in the assessment of nutritional constituents, 

identification of dangerous additives, and categorization of food items according to risk possibilities. 

The authors put forth a model that employed machine learning algorithms trained on large-scale food 

databases to estimate product safety scores. According to their results, AI-based methods greatly 

minimized the time it takes for food safety analysis while enhancing accuracy in recognizing high-risk 

ingredients. Furthermore, the research emphasized the value of real-time updates, allowing consumers 

access to current health assessments. This study directly relates to HealthInspector, since it too uses AI-

powered processing of nutritional information to calculate food products' harm scores. Through the 

use of machine learning models, HealthInspector is able to improve its forecast and deliver better risk 

prediction for consumers. 

 

(Taylor & Nguyen, 2019) tested the effects of data visualization methods on consumer decision-making, 

with specific reference to health and nutrition. The authors found that interactive graphs, up-to-date 

real-time data, and easy-to-understand graphical depictions substantially enhanced user participation 

and understanding of sophisticated nutritional facts. The authors have performed a user study in which 

users compared nutritional labels in text form with interactive visualizations and concluded that 78% 

of users used graphical representations for understanding dietary impact. The study also pointed 

towards the efficacy of color-coded risk indicators, e.g., red for high-risk food and green for healthier 

food, in aiding faster decision-making. The results confirm HealthInspector's strategy, which uses 

visual forms like ingredient breakdowns and harm score visualizations to raise consumer awareness. 

With the integration of sophisticated visualization tools, HealthInspector can enhance user interaction 

and ensure that consumers are making informed food choices based on transparent and clear 

information. 

 

Hybridized Algorithms for Ranking and Prioritization 

 

(Sharma & Patel, 2018) developed a hybridized ranking algorithm that integrates genetic algorithms 

and clustering methods to improve the optimization of requirements ranking in big datasets. Their 

work eliminated inefficiencies common in ranking methods, including computational inefficiencies and 
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priority inconsistencies. The hybrid model utilized genetic algorithms to converge to optimal ranking 

solutions through a series of iterations and k-means clustering to cluster similar requirements and 

minimize computational costs. The research proved that this method surpassed conventional ranking 

techniques by being more stable and accurate in prioritization outcomes. The research is most 

applicable to HealthInspector's harm score model, which weighs various health-related variables while 

ensuring computational efficiency. By incorporating similar hybrid ranking methods, HealthInspector 

can streamline harm score computation to guarantee a just and efficient prioritization of food safety 

issues. This would also assist in managing large-scale food databases without affecting processing 

speed or accuracy. 

 

 

 

Crowdsourced Data in Health Risk Analysis 

 

(Lopez et al., 2022) examined the ability of crowdsourced consumer data to advance health risk analysis 

in food safety evaluations. The authors emphasized the value of combining user-provided experience, 

including allergic reactions, ingredient sensitivities, and side effects, to provide more accurate risk 

scoring algorithm. The authors suggested a data collection platform where customers could provide 

feedback on food items using mobile apps, which was incorporated into a machine learning model to 

update risk evaluations dynamically. The research discovered that integrating real-world user feedback 

lowered false negatives in food risk categorization by 22% and enhanced model dependability. This 

strategy has significant relevance to HealthInspector, where crowdsourced information might be used 

to improve harm score calculations by refining them with user-reported health issues. With consumer 

feedback, HealthInspector can better personalize harm scores to align with actual dietary needs and 

health risk exposures. 

 

Machine Learning for Automated Nutritional Labeling 

 

(Thompson & Williams, 2021) examined the role of machine learning models in automating nutritional 

label analysis and ingredient classification. The study proposed a supervised learning approach that 

uses labeled datasets to identify patterns in food composition. The findings highlighted the 

effectiveness of decision tree-based models, such as XGBoost and Random Forest, in predicting 

ingredient toxicity and compliance with regulatory standards. This research is directly applicable to 

HealthInspector, which integrates ingredient-based harm scoring to assess food safety dynamically. 

 

Consumer Perception of Food Safety Scores 

 

(Anderson et al., 2022) explored how consumers interpret food safety scores and whether they influence 

purchasing decisions. The study found that users preferred numerical harm scores over complex 

nutritional tables, as they provided a simplified risk assessment. It also emphasized the need for 

transparency in harm score calculation, as consumers were more likely to trust models that provided 

clear reasoning for deductions and bonuses. This aligns with HealthInspector’s approach, where each 

harm score is broken down into individual nutrient contributions, allowing users to understand the 

evaluation process. 

 

Comparative Study of Food Scoring Algorithms 

(Patel & Kumar, 2020) conducted a comparative study of various food scoring algorithms, including 

the Nutri-Score model, Health Star Rating, and Food Compass System. Their study found that most 

scoring methods rely on fixed penalty-based models, often failing to consider ingredient interactions 

and contextual factors such as natural vs. artificial ingredient sources. The research highlighted the 
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need for machine learning-driven food evaluation systems, which HealthInspector aims to address by 

incorporating AI models that adjust scoring dynamically based on real-time ingredient safety updates. 

The Impact of AI on Personalized Nutrition 

(Li et al., 2019) investigated how artificial intelligence can be used to provide personalized dietary 

recommendations based on individual health profiles. Their study demonstrated that AI-driven scoring 

models were significantly more effective in guiding consumers toward healthier choices compared to 

static food labels. The research also emphasized the need for adaptive scoring models that consider 

user preferences, allergies, and dietary restrictions—a feature that HealthInspector plans to implement 

in future iterations. 

 

 

Ingredient Safety Regulations in the Food and Cosmetic Industry 

(Harris & O’Connell, 2023) analyzed regulatory frameworks governing food and cosmetic ingredient 

safety across different countries. The study highlighted the lack of standardized thresholds for harmful 

ingredients, resulting in varying safety standards globally. It emphasized the need for real-time 

regulatory compliance tracking, which HealthInspector could integrate by continuously updating its 

safe limit thresholds based on global food safety databases. 

 

3. Discussion 

 

There are several computational methods put forward for the evaluation of food and cosmetic products 

with regard to nutritional content, ingredient safety, and possible health hazards. Several factors affect 

the calculation of harm scores, with one of the most difficult issues being the dynamic interaction 

between various ingredients and nutrients. Products have multiple ingredients that can enhance or 

counteract one another's actions, such that it is challenging to correctly estimate total health effect 

(Nguyen et al., 2023). Additionally, scoring systems that ignore threshold limits, dosage safety, and 

dependence of ingredients can result in incorrect conclusions when evaluating product safety. 

However, most current food scoring models fail to include such dynamic adjustments, making them 

less accurate and practically applicable (Nguyen et al., 2023). 

 

Harm Score Calculation Method 

Several methods for nutritional and ingredient-based scoring have been suggested, and we categorize 

the harm score calculation methods applied in HealthInspector as follows: 

 

Harm Score Calculation Approach 

Many techniques for nutritional and ingredient-based scoring have been proposed, and we classify the 

harm score computation methods used in HealthInspector as follows: 

 

Threshold-Based Harm Deduction Model – The system assigns penalty points for exceeding harmful 

ingredient limits. 

Bonus-Driven Health Scoring – Foods with beneficial nutrients above a threshold receive positive score 

adjustments. 

Mathematical Weighting of Ingredients – Each ingredient is assigned a predefined penalty or bonus 

factor to determine its impact. 

Machine Learning-Driven Score Prediction – Future iterations will implement gradient boosting 

models (XGBoost, LightGBM) to refine harm score predictions based on historical data. 
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Dynamic Ingredient Safety Analysis – Incorporating real-time updates to reflect new scientific findings 

on ingredient toxicity. 

Customizable Risk Levels – Allowing the system to adjust scoring factors based on user-defined dietary 

and safety preferences. 

Data-Driven Harm Score Calibration – Using labeled datasets from food and ingredient databases to 

validate and fine-tune harm score calculations. 

 

We observe that while many food scoring systems focus on static rule-based evaluation, 

HealthInspector integrates real-time computational models that assess both harmful and beneficial 

components dynamically. The machine learning approach further enhances adaptability by learning 

from historical harm scores and adjusting predictions accordingly. However, a challenge remains in 

scaling ingredient-level assessments, especially for cosmetic products, where chemical interactions may 

have long-term health implications. 

 

 

 

 

Technology Stack for HealthInspector 

The technologies used in HealthInspector are structured into different layers to ensure scalability, real-

time processing, and accurate harm score computation. Table 1 summarizes the key technologies used 

in this project. 
 

 

4. Conclusion 
 

The HealthInspector project effectively solves the urgent problem of a sound tool to analyze the safety 

and health effects of food and cosmetic products. Based on a structured approach, up-to-date 

technologies, and machine learning, the platform provides interactive harm score computations, in-

depth ingredient analysis, and an easy-to-use interface. 

 

The system closes the loop between consumer awareness and actionable insight, facilitating users to 

make informed choices regarding the products they consume. With functionality such as product 

comparison, user-defined input analysis, and informative insights, HealthInspector equips consumers 

to focus on their health and safety. 

 

By intensive testing and examination, the project proved its precision, scalability, and usability. 

Inspired by the systems already in existence such as Yuka and Open Food Facts, it enhances their 

capabilities while covering weaknesses such as global availability and ingredient openness. 

 

In summary, the HealthInspector platform is an all-encompassing and cutting-edge solution for 

consumer product assessment, with future potential for expansion such as increased product 

coverage and multilingual capabilities to cater to a global market. 
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